
Cheap’n’Easy Phishing Against 
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actually works)

JON GAINES

Phishing Pas Cher et Facile contre
une organisation mature (Ca 
fonctionne vraiment) 



u Jon Gaines
u ~8 Years as an Offensive Security 

Consultant; >14 for fun

u Senior Security Consultant by Day; Run 
GainSec by Night

u 20 CVEs, a single expired cert, BS + AS in 
Cyber, Speaker/Lecturer, Published 
articles

u Love Blackbox Externals, Web App, Red 
Teams and OSINT 

u Perform all the * pen tests (minus K8s, 
GCP, Azure)

u HATE phishing campaigns (vishing is ok)



u Jon Gaines
u ~8 ans comme Consultant en

cybersécurité offensive; >14 ans pour le 
fun 

u cybersécurité offensive (senior) la 
journee; dirige GainSec la nuit

u 20 CVEs, une seule certification expiree, 
Duex diplomes de la université en cyber, 
Orateur, Articles publies

u Aime Blackbox Externes, applications 
Web, Red Team et OSINT

u Soccupe de toutes les sortes de test de 
penetration (sauf K8s, GCP, Azure)

u DETESTE les campagnes de phishing 
(vishing est ok) 



TF is Phishing?

u ” Phishing schemes often use spoofing techniques to lure you in and 
get you to take the bait. These scams are designed to trick you into 
giving information to criminals that they shouldn’t have access to.
In a phishing scam, you might receive an email that appears to be 
from a legitimate business and is asking you to update or verify your 
personal information by replying to the email or visiting a website. 
The web address might look similar to one you’ve used before. The 
email may be convincing enough to get you to take the action 
requested.” – FBI - Source

u It’s how every 17-year-old gets into your organization (looking at you 
Uber)

u C’est comment chaque adolescent de 17 ans rentre dans votre
organisation (Uber) 

https://www.fbi.gov/how-we-can-help-you/safety-resources/scams-and-safety/common-scams-and-crimes/spoofing-and-phishing


Possible Targets 

Important Monetary Distinctions 
u <= $10 Million
u Fortune 500
u Fortune 300
u Fortune 10

Important Type Distinctions 
u Financial
u Healthcare
u Software Development
u Gov’t



Cibles Possibles

Distinctions Monetaires Importantes
u <= $10 Millions 
u Fortune 500
u Fortune 300
u Fortune 10

Types de Distinctions Importantes
u Finance
u Sante
u Développement de logicel
u Gouvernement



Our Target

Fortune 300

Financial Institution

Very mature security posture 

$1 Trillion in Assets

Within >6 Countries



Notre Cible

Fortune 300

Institution Financiere

Securite Tres Efficace

$1 Trillion en Actifs

Dans plus de 6 pays



Goals – Phishing Campaigns apart 
of a Red Team

u Harvest User/Pass/2FA/Session Cookies
u Collect a list of possible targets for spear-phishing
u Have the employees execute a C2 stager, giving us control of 

one(or multiple) assets (boxes or computers) that the organization 
owns. à Gain persistence à STOP

u Find holes in their email filtering



Objectifs - Campagne de Phishing 
faisant partie de une Red Team

u Remplir Nom de utilsateur/Mot de passe/2FA(code securite)/Session 
Cookie

u Collecter une liste de cibles possibles pour le Spear-phishing
u Pieger les employes pour qu’ils ouvrent un C2 stager, nous donnant

acces a leurs ordinateurs à Gain persistence à STOP

u Find holes in their email filtering
u Trouver des failles dans la filtration d’ e-mail 



OSINT OSINT 
OSINT

u Discovering a list of emails
u Discovering a list of used 3rd party services
u Determining other ”mainstream” 3rd party 

services that are acceptable

What that actually means:
u Phonebook.cz, Infoga, RocketMail, Search 

Engine Dorking, Data Breaches/Leaks
u Search Engine Dorking, Manual Testing, Data 

Breaches/Leaks
u Experience…



OSINT OSINT 
OSINT

u Decouvrir une liste d’ e-mail
u Decouvrir une liste d’ utilisation de services tiers
u Decouvrir une liste de services tiers 

<<mainstream>> 

Ce que cela veut vraiment dire:
u Phonebook.cz, Infoga, RocketMail, Search 

Engine Dorking, Data Breaches/Leaks
u Search Engine Dorking, Test Manuel, Data 

Breaches/Leaks
u Experience…



Emails



Emails 2



3rd Party Services (Services Tiers)



3rd Party 
Services 2
Services Tiers 2
u Remember to include Links!

u Se rappeler d’inclure les liens!



Mainstream 3rd Party Services 3

u With experience comes insight...
u Avec l’experience vient la connaissance...

u DocuSign
u ShareDrive
u Slack
u WebEx
u Confluence
u Etc



User/Pass/Session Harvest

u Evilnginx2 is GREAT for this!
u Leveraging Outlook based off their DNS records (TXT Record)
u Quick Recorded demo!

Total $ Spent: $10* 

*Per Domain



Remplir Nom de utilsateur/Mot de 
passe/2FA(code securite)/Session

u Evilnginx2 est SUPER pour ca!
u Utiliser Outlook base sur leur DNS records (TXT Record)
u Rapide demo video!

Total $ Depense: $10* 

*Par Domaine





Spear-Phishing Harvest
Total $ Spent: $ 70



Spear-Phishing Remplissage
Total $ Depense : $ 70



Mainstream 3rd Party Services
Mainstream Services Tier

Total $ Spent: $ 130
Total $ Depense : $ 130



C2 Stager Execution

The hardest

Use what is easiest; 
You cannot use 

MailChimp + 
GoPhish, they will 

filter

O365 FTW

One Month free trial! 
(Allows custom 

domains + aliases!
Use what you 
already have

AWS s3 Bucket (12 
hours temporary 

access w/ specific 
URL)

Open Source/Latest 
Greatest/Ear to the 

Tracks > Cobalt Strike 
(Without a dev team 

or specialization)

Total $ Spent: $ 140

*Per Domain



C2 Stager Execution

Le plus difficile
Utilise le plus facile; 

Tu ne peux pas 
utiliser MailChamp + 
GoPhish; ils filtreront

O365 fonctionne

Un mois d'essai 
gratuit! (Permet

domaines + aliases 
personnalises)!

Utilise ce que tu as 
deja

AWS s3 Bucket (12 
heures d'acces

temporaire avec un 
URL specifique)

Open Source/Le 
nouveau/Le mieux

> Cobalt Strike (sans 
une equipe de 

developpement)

Total $ Depense: $ 140

*Par Domaine



C2 Stager Execution 2
Total $ Spent: $ 140

*Per Domain
Total $ Depense: $ 140

*Par Domaine



C2 Stager Execution 3
Total $ Spent: $ 140

*Per Domain



Lessons Learned

3rd Party Services are KING

Newly registered domains will be flagged

Leverage legit services in anyway possible 

Don’t go crazy

LOGS (AWS Cloudtrail, o365 Message Trace, Apache/HTTP Logs)

Warstories

Total $ Spent: $ 140

*Per Domain



A Retenir

Services Tiers sont ROIS

Nouveaux domaines enregistres seront signales

Utilise des services tiers legaux des que possible

Reste raisonnable

LOGS (AWS Cloudtrail, o365 Message Trace, Apache/HTTP Logs)

Warstories

Total $ Depense: $ 140

*Par Domaine


