
CODEQUEST :
DECODING THE TREASURE HUNT
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INTRODUCTION

• Spirit, 26

• Love Hacking and Party

• TryHackMe : f0rt1g4t3

• X : cybertactic

• CTF : ctf.d9security.eu

“I was addicted to hacking, more for the intellectual challenge, the curiosity, the seduction of 

adventure; not for stealing, or causing damage or writing computer viruses.” - Kevin Mitnick
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SUMMARY

• Target Overview

• The Treasure Hunt

• Interesting finding ?

• What to do next ?

• And now ?
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TARGET OVERVIEW

• MXDVS

• Belgian Clothes Brand

• Very active on Instagram

• Little company

• Interaction with customers

• Underground culture
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TARGET OVERVIEW
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THE TREASURE HUNT

• Newsletter email – 21/09/23

• Buy SD-Card Necklace – Get code

• Code gave access to a rebus who will 

lead to coordinates to find the box

• Start on 09/11/23

• HAVE FUN !!!
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THE TREASURE 
HUNT

• Expensive

• Far from Belgium

• Hacking reference

• Maybe there is another 

way ?
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INTERESTING FINDING ?

After the e-mail :

• Basic form

• Script in html

• Pass seems to be "***********"

• Blank page when submitting
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INTERESTING FINDING ?

• Contact the brand

• Gave them advice

• Propose to help them
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INTERESTING FINDING ?

Website update – 05/11/23

• 4 days before beggining

• Form updated – New field
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INTERESTING FINDING ?

• Obfuscated JS

• PRO : complexity, hard to 

read

• CON : still understable by 

computer, can be easy to 

decode
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INTERESTING FINDING ?

• Type "js deobfuscate" on google

• Click on 1st link

• Paste the code

• TADAAAA !!

• Pass + all emails linked to the 

product
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WHAT TO DO NEXT ?

• Still have a treasure to find

• A new page with form

• Apparently a rebus (still looking for it)
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WHAT TO DO NEXT ?

• Still poorly obfuscated code

• Paste the code

• EASY WIN !!!!
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WHAT TO DO NEXT ?

• Report to the brand

• Teach him obfuscation isn't encryption
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WHAT TO DO NEXT ?

• Report to local CERT

• Provide a lot of PII

• Have fun with PGP message

• Wait indefinitely an answer
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QUICK DIGRESSION
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AND NOW ?

• CERT helped them to secure the 

website

• New obfuscation i don't know 

about

18



THANKS YOU !

CTF : ctf.d9security.eu
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Questions ?
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