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Whoam1l?

Nicolas Chatelain (@Nicocha30)
e Director @ CGIl Business Consulting / CysLab

e Author of Ligolo, Chashell, Ligolo-ng
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Implant level 00

Sure, your Raspberry
Pi is nice. But can
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Solving issues

Open Source, cheap,
secure and stealthy
solutions
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A PoC that requires
$20k to go live.
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Implant level 00

| hate Raspberry Pi-based implants
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“Yes! | did an implant at
my former company! It
was based on a
Raspberry Pi!”

—Someone from my team whom |
unfortunately recruited.
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Type of implants

Hardware

A device that you
physically connect
during a RedTeam on
the client network.
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Software

A program that runs on
a compromised
workstation, giving you
access to the internal
network.




What are the constraints.of a

RedTeam implant?

Internet
Access

Must be able to
access Internet in
complex
environments
(802.1x, Proxies...)

Cheap

We don't have the
same budget as CIA
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Stealth

The implant must be
stealthy, compact
and easily
concealed.

Secure

Inforensic analysis of
the implant must be
complex

Layer 2

Pentesters should
be able to perform
L2 attacks (ARP
Cache Poisoning)

Anonymous

The implant must
not allow the
attacker to be

identified
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Ha rdwérelmpla nt Level 00
Step 1: Take a Raspberry Pi

« Internet? Easy bro, just
add a 4G USB Antenna! »

« Oh, we don’t have a static
public IP? Just setup an
OpenVPN Gateway »
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Hardwérelmplant Level 00
Step 2: Add Internet!

« Yeaq, the Raspi only have
one Ethernet port, but don't
worry, let's add a Switch! »
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Hardware implant Level 00

« Ok, we might need a
power-strip to connect the
Raspberry Pi and the
switch. »
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Hardwérelmplant Level 00
Step 4: Add a Power-Strip

\ :
e
Uy

i | e %
SEA R
o

, A

« Let's add a battery so that
If we don't have access to
a power outlet, it can still
work! »
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« Yea bro, perfect, it will
work. | hope the SD card
doesn't get corrupted, and
that the blueteam doesn't
decide to extract it. »
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A lmplant Level 00
Step 6: Ruin your RedTeam

request: I/0 error, dev mmcblkO, sector 148225 y S
::blla: error -110 tr;nsl‘errlw data, sector 148226, nwr 251, cn
. tatus Oxbhoo

z:l“ v 170 error, dev mmncblk@®, sector 118226
wncblk®: error -110 trans
card status Oxboo
end_request: 1.0 error,

ferring data, sector 148227, nr 253, cm
wncblkO: error -110 tra

dev mncblk®, sector 148227 R -
wsferring data, sector 148228, wr 252, cmd i &
card status Oxbhoe ) =

-5930811 end_request: 1.0 error, dev mmchlke sector 148228

8232911 mmcblkO: error -110 u-;mmnm dnt.... sector 148229, e 251, cmd

8371417 eng. iy gy

§ 2 170 er s

-0683361 -.c;mrm —110.?:‘ St o T
Ox900, carad status Oxboo

“ngi end_request :

msferring data, sector 148230, np
1-0 error, dev mmch 1k sector 1482
"nchlke: error -116 t et

e e:m tmn:rerrlnu data, sector 148231, np 249,
-326278) end_request: |.qg error, deu mmchlke, sector 148233

250, cmd | :

cnd r
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Pros :

- Can add a 2.000% 48
Port POE++ Managed
Switch

- Can add an EATON
Backup Power Supply

- Looks totally legit
Ccons:

- A bit heavy
/) cvsLAB
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Congratulations!
You've done it!

Any similarity with fictitious events or
characters was purely coincidental.
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ing issues

°
Let's not reinvent the wheel

Solv

02

CYSLAB
CGlI Business Consulting



First issue: The Hardware
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The Hardware : GL-iNet Puli X300

Pros:

- Cheap and fit in your pocket
- Reliable

- Open Software (OpenWRT)

- 4G

- Dual Ethernet

- Battery Backup

Cons:

- Performance ? CYSLAB
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The Hardware : PC Engihe APU

Pros: .

Fast

- Reliable

- Open Software & BIOS (+ hardware
schematics)

- Can add mPCle Modules (4G/5G)

- 4x Gigabit Ethernet

Cons:

- AMD SoC EOL
) cvsLAB

CGI Business Consulting ‘
i

- Does not fit in your pocket 1



The Hardware : the project | need $20k
to release

Pros:

Stealth
Secure as hell
Hackable

Ligolo-ng Wat?

Cons:

Need to find $20k for a completely ill-conceived
ideaq.
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Solved issues

Internet
Access

Mu
acc

e to
in
plex
environments
(802.1x, Proxies...)

Chea

We he
sam as CIA

Stealth

ust be
ct

The i
ste

asily
concealed.

Secure “

Infore lySTS of

ust be
complex
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Layer 2

Pentesters should
be able to perform
L2 attacks (ARP
Cache Poisoning)

Anonymous

The implant must
not allow the
attacker to be

identified



Second issue: The Software
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VPN/Tunneling technologies
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THE CHEGSEN ONE
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The software

Simple to setup:

- zerotier-cli join [network id]

Anonymous:

- Config file only contains network id

- Communications expose |P Addresses
Layer 2 Support : literally a virtual network switch

Fast:

- Developed in C++, very small binary, can run on low power devices



ZT Setup: Join & Authorize hosts

EJZEROTIER

€ Networks

intruder

¥ Members

5 total members
5 filtered members

Refresh

[ Edit
(]

Network ID:

All
Authorized O 3 Inactive ¢
Not authorized © Active

Address Name/Desc Managed IPs
11

1 nworkstation2

71

76

Last Seen

1 minute

4 months

intruder 12 168.192.10 2 minutes

7B

Tau vsphere

nworkstation

7 months

8 months

Download Documentatio

Included Devices:
Upgrade to Essential for more
networks/admins/sso

Reset Filters

Version Physical IP

1.14.1

zerotier-cli join [network id]

CYSLAB

CGl'Business Consulting



CYSLAB

CGl'Business Consulting

ZT Setup: Allow device bridging

x

76 Autherized

Authorized

Name i
\_ intruder | Don'’t forget to bridge interfaces on the implant!

Description

ZIXXXXXX & ethO & ethl

_IP Assignments _
‘ 192.168.192.10 ‘ @

Add [P

¥ Advanced
Exclude from SSO
Allow Ethernet Bridging
Do Not Auto-Assign IPs
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ZT Setup: Check if L2 is working

Protocol

ARP

ARP

ARP -
DHCP 342 DHCP Discover - Trdn., ction ID ©

342 DHCP Request - Transaction ID
30 Who has 172.16
M-SEARCH * HTTP,

) Who has 17
vho has 1
215 M-SEARCH * HTTPf_l '
B Who has 172.16

215 M-SEARCH * HTTP,
who has 172.16
15 M- SEARCH * HTTP
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ZT Setup: Bridge VM Net to ZT

Virtual Network Editor - o x

vmnetQ bridged ztwdjhzvbm —
vmnet! host-only none vmnet]
vmnet8 NAT NAT vmnet8

4 Add Network... = Remove Network

vmnet0

O Bridged (connect VMs di rectly to the rnal network)

Bridgedto:  ztwdjhzvbm
NAT (share host's IP address with VMs)

Host-only (connect VMs internally in a private network)




ZT Setup: Enjoy L2 VPN over ZT

= kali@kali: ~
File Actions Edit View Help

’_—[ kali® kali)-[~]

$ sudo dhclient -v ethe

Internet Systems Consortium DHCP Client 4.4.3-P1
Copyright 2804-2022 Internet Systems Consortium.

All rights reserved.

For info, please visit https://www.isc.org/software/dhcp/

Listening on LPF/eth@/80:0@c:

Sending on LPF/eth@/B@:@8c:

Sending on  Socket/fallback

DHCPDISCOVER on eth® to 255.255.255.255 port 67 interval 5
DHCPOFFER of 172.16.32.106 from 172.16.32.1

DHCPREQUEST for 172.16.32.106 on eth® to 255.255.255.255 port &7
DHCPACK of 172.16.32.186 from 172.16.32.1

Error: ipv4: Address already assigned.

bound to 172.16.32.186 — renewal in 2852 seconds.

,_—( kali® kali)-[~]
% sudo arping 172.16.32.9
ARPING 172.16.32.9

60 bytes from 38:f3: (172.16.32.9): index=0 time=43.759 msec
6@ bytes from 38:f3: (172.16.32.9): index=1 time=45.701 msec
60 bytes from 38:f3; (172.16.32.9): index=2 time=45.086 msec
il =

— 172.16.32.9 statistics —
3 packets transmitted, 3 packets received, 0% unanswered (@ extra)
rtt min/avg/max/std-dev = 43.759/44.849/45.701/0.810 ms
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Third issue : Improving efficiency and stability
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What if something goes wrong?

We need additional communications methods if 4G or
Zerotier fails for whatever reason.
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Using GSM AT MODEM

ttyUSB3

ttyUSB4 .
ubiO

ubi0_0

ubiO_1

ubi_ctrl

ubiblock0_0

urandom

watchdog

Zero

- C&C (Authenticated) over SMS

- - If the power supply is disconnected,

gmicli -p -d /dev/cdc-wdmO -- ana lert IS sent
uim-read-
transparent=0x3F00,0x2FE2

id

uid=0(root) gid=0(root)



Using LoRaWAN

N

THE THINGS

NETWORK

CYSLAB
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Free, collaborative LoRaWAN Network

You can add LoRaWAN Gateways and
end devices (very) easily!
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The hardware : TTGO LORA32

.' PRSI = o |

@ 0c°2°00000000( 2999 ®

TTGO LORA32 : Low power ESP32
~14€ on AliExpress

Can be battery powered

Wi-Fi/ BLE Support
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The hardware : HOPERF RFM95W

3,80€ on AliExpress

HopeRF

—W'ﬂ .t. "&ﬁ'”,.jo»»-.a’

1.5
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C2 over LORaWAN

Quick POC

THE THINGS STACK r + . Y E . ttlicolc :
((( SANDBOX 1 | C 2 i Messaging

Home

ttligolo
ID: tt

ttligolo

Si

Schedule downlink
Insert Mode

®) Replace downlink ¢

h t nlink queue (a

FPort*

1
Payload type

.
Payload

69 70 20 72

Schedule downl
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Quick POC : C2 over LoRaWAN

(‘( THE THINGS STACK applicatio qolo » End device g Live data we ®

SANDBOX

ttligolo @ Last activity 12 secondsago » T 75 up/ 19 (App), 16 (Nwk) down & =

ID: ttligolo

Home App! Gateways

88 Device overview Live data T Messaging ® Location oad formatters @ Settings

TIME
. ttligolo

Application overview

DATA PREVIEW Verbose stream Export as JSON 00 Pause T Clear

ward uplink d € a ] i 75 6C 74 76 69 61 20 31 30 2E 31 30 2E 30 2E 31 20 6

End devices

Live data

Payload formatters
Integrations
Collaborators

API |(E'"'S ward uplink d

General SEITIHQS
sfu

ttligolo




Testing the final implant
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The test

Both implants tested during a real RedTeam engagement

Network throughput about 20Mbit/s (mostly due to bad 4G network)

- Latency between 30ms (APU) and 80ms (Puli)
- ARP Attacks / LLMNR Poisoning, everything worked
- 6 simultaneous RedTeam operators, 0 downtime

- Bonus: even if the BlueTeam disconnected our implant, the battery
powered implant allowed us to continue the tests by connecting to the
Corporate Wi-Fi Network with stolen credentials ©



PoC || GTFO

The $20k ill-conceived idea
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Reminder: What is Ligolo-ng

You have a remote access to a computer, on another LAN network
(malware, RCE on a server, ..)

You need to use your own tools to target other LAN machines
(NetExec, nmap, xfreerdp, ...)

You don't have root/admin privileges on the remote machine
You don’t/can't install tools on the remote machine

You don’t want to struggle with SOCKS Proxy/Port Forwarding
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Reminder: What is Ligolo-ng

https://github.com/nicocha30/ligolo-ng

Allows you to access remote network using an unprivileged agent,
from a reverse connection (the “VPN Server” connects to you!)

Like chisel, but without the need of proxychains
Works like a Layer 3 VPN, with a tuntap interface

Yes, you can do nmap scans, access all TCP/UDP services without
modifying any software settings (like proxy settings).

Agent works almost everywhere



) . ) ] 4
= = [ = Tilix: root@ligolo:~
1:root@ligolo:~

[root@ligolo ~J# ./proxy -selfcert

WARN[@0OO] Using automatically generated self-signed certificates (Not recommended)
INFO[OEEE] Listening on 0.0.0.0:11601

R e [/ SRR
/R /i /A / SR/ F /i i\ S LU /S
(/A T [ (TS [ [N TN (/[ S GO R
i/ —— HedMhe iy PN N ] et P
e e

I
Made in France ¥ by @Nicocha3@!

ligolo-ng » I

2:root@scw-redgoat-c2i~ =

[root@scw-redgoat-c2 ~]# D
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“Agent works almost everywhere, but ...”

- Too much overlay

Ring |

Ring 0 - All this to manage two, three network
packets with Ligolo-ng

Kernel

- Linux is overrated

Device drivers

- All of this to say “I use Arch btw”

Device drivers

Applications
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Introducing: Ligolo-baremetal

LIGOLO-NG




CYSLAB

CGl'Business Consulting

Ligolo-baremetal (Ligolo-ng on a stick)

- Based on USB Armory MKI|

- Include more security features than
your ArchLinux ThinkPad laptop

- lonly need $20k to buy the minimum
orderable units (100)

- Tamago framework allows to run
baremetal Go applications

- Ifyou didn't know (there might be
clues) Ligolo-ng is developed in Go.
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Ligolo-baremetal (Ligolo-ng on a stick)

- Secure Boot (HABV4)
- Hardware RNG
- Cryptographic Accelerator

- Secure Non-Volatile Storage (Protection against CLK glitching, voltage
glitching...)

- NXP SEO50 Secure Element (Hardware accelerator for AES + Secure
Key State)
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Ligolo-baremetal (Ligolo-ng on a stick)

Pros:
Stealth
Secure
Easy to setup
Customizable
Cons:

One Ethernet port



Ligolo-baremetal: Compile for IMX

1M + K (=} Tilbe: nchatelain@nworkstation:~/Laboratoire/ligolo-baremetal Q
1: nchatelain@nworkstation:~/Laboratoire/ligolo-baremetal + o 3

(master=) » make imx TARGET=usbarmory

Jfhome/nchatelain/Tools/tamago-go-latest/bin/go install github.com/usbarmory/crucible/cmd/habtool@latest
cp —f fhome/nchatelain/go/pkg/mod/github.com/usbarmoryfcrucible@ve.0.0-20241004082917-ad745b205b67/cmd/crucible/fusemaps /IMX
6UL.yaml cmd/IMX6UL.yaml
Jfhome/nchatelain/Tools/tamago-go-latest/bin/go install github.com/usbarmory/crucible/cmd/habtool@latest
cp —f fhome/nchatelain/go/pkg/mod/github.com/usbarmoryfcrucible@ve.0.0-20241004082917-ad745b205b67/cmd/crucible/fusemaps /IMX
6ULL.yaml cmd/IMX6ULL.yaml
GO_EXTLINK_ENABLED=0 CGO_ENABLED=0 GOOS=tamago GOARM=7 GOARCH=arm /home/nchatelain/Tools/tamago-go-latest/bin/go build -tags
usbarmory,linkramsize,native —trimpath -1ldflags "-s -w -T 0x80810000 -E _rt@_arm_tamago -R 0x1088 -X 'main.Build=nchatelai
n@nworkstation on 2024-18-23 16:18:07' -X 'main.Revision=eb8b3c7'" -o ligolo-baremetal
arm-none-eabi-objcopy -j .text -j .rodata -j .shstrtab -j .typelink \

-j .itablink -j .gopclntab -j .go.buildinfo -j .noptrdata -j .data \

-j .bss --set-section-flags .bss=alloc,load,contents \

-j .noptrbss --set-section-flags .noptrbss=alloc,load,contents \

ligolo-baremetal -0 binary ligolo-baremetal.bin
mkimage -n ligolo-baremetal.dcd -T imximage -e 0x80010000 -d ligolo-baremetal.bin ligolo-baremetal.imx
Image Type: Freescale IMX Boot Image

Image Ver: 2 (i.MX53/6/7 compatible)
Mode: DCo
Data Size: 25382012 Bytes = 24788.080 KiB = 24.21 MiB

Load Address: 80881420

Entry Point: 80010000

HAB Blocks: 0x8000f400 Ox0000B000 BxB1838cO8

DCD Blocks: 0x00910008 0x0000002c Bx000003dE

# Copy entry point from ELF file

dd if=ligolo-baremetal of=ligolo-baremetal.imx bs=1 count=4 skip=24 seek=4 conv=notrunc
4+0 enregistrements lus

4+0 enregistrements écrits

4 octets copiés, 9,1513e-05 s, 43,7 kB/s

(master=) » I

Step 1. Build & Flash Ligolo-baremetal.

CYSLAB
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implant

Insert

Ligolo-baremetal

Step 2: Plug.



Ligolo-barem

M~ + G =7

1: root@ligolo-bare: ~ ¥

[6000] Listening on 0.0.8.9:11601

etal: Profit

Tilix: root@ligolo-bare: ~

S S— A - I~
—
Made in France ¥ by eNic
Version: 8.7.2-alpha
ligolo-ng » [0804] Agent joined.

ligolo-ng »

ligolo-ng » interface_create ——name 1
[8653] Creating a new "ligolo" im
[8653] Interface created

ligolo-ng » session

7 Specify a session :

[Agent : Unknown@tamago] » start

[Agent : Unknown@tamago] » (0435,

2: root@ligolo-bare: ~

root@ligolo-bare:~# iperf3 -c 172.16.
Connecting to host 172.16.32.14, port
[ 5] local 163.172.153.36 port 49036
10] Interval Transfer
5]  0.00-1.00 sec 4.00 MBytes
1.00-2.00 sec 640 KBytes
2.00-3.00 sec 512 KBytes
3.00-4.00 sec 640 KBytes
4.00-5.00 sec 640 KBytes
5] 5.00-6.80 sec 512 KBytes
6.00-7.00 sec 640 KBytes
7.00-8.00 sec 0.00 Bytes
8.00-8.00 sec 512 KBytes
9.00-10.00 sec G40 KBytes
[ 10] Interval Transfer
[ 5] 0.00-10.00 sec 8.62 MBytes
[ 5] 0.00-10.35 sec 5.00 MBytes

iperf Done.
root@ligolo-bare:~# [|

Ay
/
ocha3e!
=Unknown@tamago =192,173.242,31:14741"

igolo
terface. ..

Starting tunnel to Unknown@tamago
32.14 -p 1337

1337

connected to 172.16.32.14 port 1337
Bitrate Retr Cund

33.5 Mbits/sec @ 198 KBytes

5.24 Mbits/sec 8 181 KBytes

4.19 Mbits/sec  ® 197 KBytes

5.24 Mpits/sec @ 197 KBytes

5.24 Mbits/sec @ 199 KBytes

4.19 Mbits/sec  © 198 KBytes

5.24 Mbits/sec 8 197 KBytes

0.00 bits/sec @ 198 KBytes

4.20 Mbits/sec  © 187 KBytes

5.24 Mbits/sec @ 136 KBytes
Bitrate Retr

7.23 Mbits/sec @ sender
4.05 Mbits/sec receiver

Step 3: Profit.

CYSLAB
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Ligolo-baremetal: Next steps

Implement DHCP Client on Pure-Go

Get the PoE version (currently using the USB-C version with USB Ethernet)
Implement Layer 2 Communication Mode

Use the Hardware Dedicated Cryptographic Processor (DCP)

Implement LPWAN Communications
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SURPRISE! Thanks WithSecure! ()

Re: USBArmory MKII LAN Model

ondre 3 tous — Transférer

Andrea Barisani rea.barisani

usharm

bre dans ce message.

Hellg,

given that you are making a public presentation about it we would happy to sell up to two units from our private -k and make an exception on the bulk/OEM rule.
Kindl i g details so that we can prepare a quote.

Thanks

oadmap: Release on GitHub!



THANKS!

To all my colleagues from

CYSLAB

CGI Business Consulting

And my fellas from other companies.

Do you have any questions? s e ;
Nicocha30 on Twitter/Discord SN e

Liked the talk? Buy a drink to my colleagues!
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