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RedTeam & Tunneling 
Stop using Raspis



Who am I ?

Nicolas Chatelain (@Nicocha30)

● Director @ CGI Business Consulting / CysLab

● Author of Ligolo, Chashell, Ligolo-ng
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Solving issues

Open Source, cheap, 
secure and stealthy 

solutions

PoC || GTFO

A PoC that requires 
$20k to go live.

Implant level 00

Sure, your Raspberry 
Pi is nice. But can 

you do better?

02 03



Implant level 0001 I hate Raspberry Pi-based implants



—Someone from my team whom I 
unfortunately recruited.

“Yes! I did an implant at 
my former company! It 

was based on a 
Raspberry Pi!”



Type of implants

Hardware

A device that you 
physically connect 

during a RedTeam on 
the client network.

Software

A program that runs on 
a compromised 

workstation, giving you 
access to the internal 

network.



What are the constraints of a 
RedTeam implant? 

Stealth

The implant must be 
stealthy, compact 

and easily 
concealed.

Layer 2

Pentesters should
be able to perform

L2 attacks (ARP 
Cache Poisoning)

Internet 
Access

Must be able to 
access Internet in 

complex
environments

(802.1x, Proxies…)

Secure

Inforensic analysis of 
the implant must be 

complex

Anonymous

The implant must 
not allow the 
attacker to be 

identified

Cheap

We don’t have the 
same budget as CIA



Hardware Implant Level 00
Step 1: Take a Raspberry Pi

« Internet? Easy bro, just
add a 4G USB Antenna! »

« Oh, we don’t have a static
public IP? Just setup an 
OpenVPN Gateway »



Hardware Implant Level 00
Step 2: Add Internet !

« Yea, the Raspi only have 
one Ethernet port, but don’t
worry, let’s add a Switch! »



Hardware Implant Level 00
Step 3: Add a Switch

« Ok, we might need a 
power-strip to connect the 
Raspberry Pi and the 
switch. »



Hardware Implant Level 00
Step 4: Add a Power-Strip

« Let's add a battery so that 
if we don't  have access to 
a power outlet, it can still 
work! »



Hardware Implant Level 00
Step 5: Add a powerbank

« Yea bro, perfect, it will 
work. I hope the SD card 
doesn't get corrupted, and 
that the blueteam doesn't 
decide to extract it. »



Hardware Implant Level 00
Step 6: Ruin your RedTeam 



Hardware Implant Level 00
Pros & Cons

Pros :

- Can add a 2.000$ 48 
Port POE++ Managed 
Switch

- Can add an EATON 
Backup Power Supply

- Looks totally legit

Cons :

- A bit heavy

$2.000 Switch

$4.000 Fire-Proof Couch

Raspberry Pi Power Bank



Congratulations!
You've done it!

Any similarity with fictitious events or 
characters was purely coincidental.



Solving issues02 Let's not reinvent the wheel



First issue: The Hardware



The Hardware : GL-iNet Puli X300
Pros:

- Cheap and fit in your pocket

- Reliable

- Open Software (OpenWRT)

- 4G

- Dual Ethernet

- Battery Backup

Cons:

- Performance ?



The Hardware : PC Engine APU
Pros:

- Fast

- Reliable

- Open Software & BIOS (+ hardware 
schematics)

- Can add mPCIe Modules (4G/5G)

- 4x Gigabit Ethernet

Cons:

- AMD SoC EOL

- Does not fit in your pocket



The Hardware : the project I need $20k 
to release

Pros:

- Stealth

- Secure as hell

- Hackable

- Ligolo-ng Wat?

Cons:

- Need to find $20k for a completely ill-conceived 
idea.

Super s
ecret



Solved issues

Stealth

The implant must be 
stealthy, compact 

and easily 
concealed.

Layer 2

Pentesters should
be able to perform

L2 attacks (ARP 
Cache Poisoning)

Internet 
Access

Must be able to 
access Internet in 

complex
environments

(802.1x, Proxies…)

Secure

Inforensic analysis of 
the implant must be 

complex

Anonymous

The implant must 
not allow the 
attacker to be 

identified

Cheap

We don’t have the 
same budget as CIA

OK OK

OK
Mostly

OK



Second issue: The Software



VPN/Tunneling technologies

Simple to 
setup Anonymous Layer 2 

Support Fast

OpenVPN

Wireguard

L2TP/IPSEC

Tailscale

Ligolo-ng



THE CH   SEN ONE

Simple to 
setup Anonymous Layer 2 

Support Fast

Zerotier



The software

Simple to setup:

- zerotier-cli join [network id]

Anonymous:

- Config file only contains network id

- Communications expose IP Addresses

Layer 2 Support : literally a virtual network switch

Fast: 

- Developed in C++, very small binary, can run on low power devices



ZT Setup: Join & Authorize hosts

RedTeam operator

Implant

- zerotier-cli join [network id]



ZT Setup: Allow device bridging

- Don’t forget to bridge interfaces on the implant!

ztXXXXXX  eth0  eth1



ZT Setup: Check if L2 is working



ZT Setup: Bridge VM Net to ZT



ZT Setup: Enjoy L2 VPN over ZT



Third issue : Improving efficiency and stability



What if something goes wrong?

We need additional communications methods if 4G or 
Zerotier fails for whatever reason.



Using GSM AT MODEM

- C&C (Authenticated) over SMS

- If the power supply is disconnected, 
an alert is sent



Using LoRaWAN

- Free, collaborative LoRaWAN Network

- You can add LoRaWAN Gateways and
end devices (very) easily!



The hardware : TTGO LORA32

- TTGO LORA32 : Low power ESP32

- ~14€ on AliExpress

- Can be battery powered

- Wi-Fi / BLE Support



The hardware : HOPERF RFM95W

- HopeRF – 3,80€ on AliExpress



Quick POC : C2 over LoRaWAN

ip r



Quick POC : C2 over LoRaWAN

ip route result



Testing the final implant



The test

Both implants tested during a real RedTeam engagement

- Network throughput about 20Mbit/s (mostly due to bad 4G network)

- Latency between 30ms (APU) and 80ms (Puli)

- ARP Attacks / LLMNR Poisoning, everything worked

- 6 simultaneous RedTeam operators, 0 downtime

- Bonus: even if the BlueTeam disconnected our implant, the battery 
powered implant allowed us to continue the tests by connecting to the 
Corporate Wi-Fi Network with stolen credentials ☺



PoC || GTFO03 The $20k ill-conceived idea 



Reminder: What is Ligolo-ng

- You have a remote access to a computer, on another LAN network 
(malware, RCE on a server, …)

- You need to use your own tools to target other LAN machines 
(NetExec, nmap, xfreerdp, …)

- You don’t have root/admin privileges on the remote machine

- You don’t/can’t install tools on the remote machine

- You don’t want to struggle with SOCKS Proxy/Port Forwarding



Reminder: What is Ligolo-ng

- https://github.com/nicocha30/ligolo-ng

- Allows you to access remote network using an unprivileged agent, 
from a reverse connection (the “VPN Server” connects to you!)

- Like chisel, but without the need of proxychains

- Works like a Layer 3 VPN, with a tuntap interface

- Yes, you can do nmap scans, access all TCP/UDP services without 
modifying any software settings (like proxy settings).

- Agent works almost everywhere





“Agent works almost everywhere, but …”

- Too much overlay

- All this to manage two, three network 
packets with Ligolo-ng

- Linux is overrated

- All of this to say “I use Arch btw”



Introducing: Ligolo-baremetal



Ligolo-baremetal (Ligolo-ng on a stick)

- Based on USB Armory MKII

- Include more security features than 
your ArchLinux ThinkPad laptop

- I only need $20k to buy the minimum 
orderable units (100)

- Tamago framework allows to run 
baremetal Go applications

- If you didn’t know (there might be 
clues) Ligolo-ng is developed in Go.



Ligolo-baremetal (Ligolo-ng on a stick)

- Secure Boot (HABv4)

- Hardware RNG

- Cryptographic Accelerator

- Secure Non-Volatile Storage (Protection against CLK glitching, voltage 
glitching…)

- NXP SE050 Secure Element (Hardware accelerator for AES + Secure 
Key State)



Ligolo-baremetal (Ligolo-ng on a stick)

Pros :

- Stealth

- Secure

- Easy to setup

- Customizable

Cons :

- One Ethernet port



Ligolo-baremetal: Compile for IMX

Step 1: Build & Flash Ligolo-baremetal.



Ligolo-baremetal: Insert implant

Step 2: Plug.



Ligolo-baremetal: Profit

Step 3: Profit.



Ligolo-baremetal: Next steps

- Implement DHCP Client on Pure-Go

- Get the PoE version (currently using the USB-C version with USB Ethernet)

- Implement Layer 2 Communication Mode

- Use the Hardware Dedicated Cryptographic Processor (DCP)

- Implement LPWAN Communications



SURPRISE! Thanks WithSecure !

Roadmap: Release on GitHub!



THANKS!

Do you have any questions?

Nicocha30 on Twitter/Discord

Liked the talk? Buy a drink to my colleagues!

To all my colleagues from

And my fellas from other companies.
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